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“HIGH-RISK” PROGRAMS WITHIN THE JURIS-
DICTION OF THE COMMITTEE ON WAYS
AND MEANS

TUESDAY, MARCH 4, 1997

HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON OVERSIGHT,
Washington, DC.
The Subcommittee met, pursuant to notice, at 10:13 a.m., in
room 1100, Longworth House Office Building, Hon. Nancy L. John-
son (Chairman of the Subcommittee) presiding.
[The advisory announcing the hearing follows:]
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ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON OVERSIGHT

FOR IMMEDIATE RELEASE CONTACT: (202) 225-7601
February 13, 1997
No. OV-2

Johnson Announces Hearing on
“High-Risk” Programs Within the Jurisdiction
of the Committee on Ways and Means

Congresswoman Nancy L. Johnson (R-CT), Chairman, Subcommittee on Over-
sight of the Committee on Ways and Means, today announced that the Subcommit-
tee will hold a hearing on “high-risk” programs within the jurisdiction of the Com-
mittee on Ways and Means, along with other management issues. The hearing will
take place on March 4, 1997, in the main committee hearing room, 1100 Longworth
House Office Building, beginning at 10:00 a.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be heard from invited witnesses only. Witnesses will include the U.S.
General Accounting Office (GAO) and the inspectors general of several departments
and agencies. However, any individual or organization not scheduled for an oral ap-
pearance may submit a written statement for consideration by the Committee and
for inclusion in the printed record of the hearing.

BACKGROUND

The GAO has issued the third in a series of reports on Federal programs it has
identified as high risk because of vulnerabilities to waste, fraud, abuse, and mis-
management. The February 1997 series identifies 25 high-risk areas. Several fall
within the jurisdiction of the Committee on Ways and Means, including Internal
Revenue Service (IRS) financial management, IRS receivables, filing fraud, IRS Tax
Systems Modernization, Customs Service financial management, asset forfeiture
programs, the year 2000 problem, information security, Medicare, Supplemental Se-
curity Income (SSI), and Superfund program management.

In announcing the hearing, Chairman Johnson stated: “The GAQO’s high-risk work
has zeroed in on programs in which there is the greatest potential for wasting tax
dollars. These reports will be tremendously helpful to the Subcommittee in its ongo-
ing oversight of the programs within the Committee’s jurisdiction.”

FOCUS OF THE HEARING

Improving the efficiency and effectiveness of the IRS, Medicare, and SSI will be
a primary focus. However, all of the programs identified by the GAO, as well as the
work of the inspectors general, will be examined during the hearing.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS

Any person or organization wishing to submit a written statement for the printed
record of the hearing should submit at least six (6) copies of their statement and
a 3.5-inch diskette in WordPerfect or ASCII format, with their address and date of
hearing noted, by the close of business, Tuesday, March 18, 1997, to A.L. Singleton,
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Chief of Staff, Committee on Ways and Means, U.S. House of Representatives, 1102
Longworth House Office Building, Washington, D.C. 20515. If those filing written
statements wish to have their statements distributed to the press and interested
public at the hearing, they may deliver 200 additional copies for this purpose to the
Subcommittee on Oversight office, room 1136 Longworth House Office Building, at
least one hour before the hearing begins.

FORMATTING REQUIREMENTS

Each statement presented for printing to the Committee by a witness, any written statement
or exhibit submitted for the printed record or any written comments in response to a request
for written comments must conform to the guidelines listed below. Any statement or exhibit not
in compliance with these guidelines will not be printed, but will be maintained in the Committee
files for review and use by the Committee.

1. All statements and any accompanying exhibits for printing must be typed in single space
on legal-size paper and may not exceed a total of 10 pages including attachments. At the same
time written statements are submitted to the Committee, witnesses are now requested to submit
their statements on a 3.5-inch diskette in WordPerfect or ASCII format.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. A witness appearing at a public hearing, or submitting a statement for the record of a pub-
lic hearing, or submitting written comments in response to a published request for comments
by the Committee, must include on his statement or submission a list of all clients, persons,
or organizations on whose behalf the witness appears.

4. A supplemental sheet must accompany each statement listing the name, full address, a
telephone number where the witness or the designated representative may be reached and a
topical outline or summary of the comments and recommendations in the full statement. This
supplemental sheet will not be included in the printed record.

The above restrictions and limitations apply only to material being submitted for printing.
Statements and exhibits or supplementary material submitted solely for distribution to the
Members, the press and the public during the course of a public hearing may be submitted in
other forms.

Note: All Committee advisories and news releases are available on the World
Wide Web at ‘HTTP:/WWW.HOUSE.GOV/WAYS MEANS/.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—-225-1721 or 202-225—
1904 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.

Chairman JOHNSON. Good morning. It is a pleasure to convene
these hearings on high-risk programs.

Some say the problem with government is that it tries to fix
things that are not broken. While this is sometimes true, more
often we try to fix things that are broken, where the law is either
badly written or the bureaucracy is performing poorly.

In 1990, the GAO, the General Accounting Office, began a series
of reviews of Federal programs that are high risk, at high risk of
mismanagement and fraud, to enable both the executive and the
legislative branches to focus on key problems and to improve the
performance of government.

During the time I have been in the Congress, I have worked to
turn constituent examples of fraud into legislative and administra-
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tive reform. But the process is always slow and complex, and the
results not always satisfying.

Fortunately, the General Accounting Office and the Inspectors
General throughout the Federal Government are doing the difficult
and often thankless task of ferreting out a lot of the problems. I
am also pleased that this Committee and Subcommittee have a
strong bipartisan tradition of providing constructive oversight of
the programs within our jurisdiction.

In December 1990, the Committee launched a comprehensive
oversight initiative, holding literally dozens of hearings in this Sub-
committee. Beth Vance, who is now the Subcommittee’s minority
counsel, played a critical role in developing and implementing the
oversight initiative, and I very much appreciate her good work in
helping us to prepare for today’s hearing.

It is, however, unsettling to note that one-third of the 25 high-
risk programs identified by the GAO fall within this Committee’s
jurisdiction. While this fact must be put in the context of the addi-
tional fact that this Committee is responsible for nearly all of the
government’s revenue and about half of the government’s spending,
it nonetheless poses a tremendous challenge to this Subcommittee.
Our job is to understand why certain programs pose a high risk of
mismanagement and fraud, and change the law to prevent such
abuse.

This morning the GAO will provide us with an overview of the
10 high-risk areas. Six of them—IRS receivables, filing fraud, IRS
financial management, tax systems modernization, Customs Serv-
ice financial management, and asset forfeiture programs—relate to
making sure revenues are collected and accounted for.

Two relate to waste, fraud, and abuse, and mismanagement in
entitlements—specifically, Medicare, and SSI. And two relate to
governmentwide technology issues, information security, and the
so-called year 2000 problem.

We will also hear from the Inspectors General of the three de-
partments with programs that fall within the Committee’s jurisdic-
tion: Treasury, Labor, and Health and Human Services.

While today’s hearing will focus primarily on the problems iden-
tified by the GAO and the Inspectors General, in order to deter-
mine what actions we need to take legislatively, we will continue
to monitor the departments’ progress in addressing the issues
raised in the high-risk programs.

Welcome. And I would like to yield to my Ranking Member, Mr.
Coyne.

Mr. CoynNE. Thank you, Madam Chairwoman, and welcome. We
have an opportunity today to hear from the experts about many of
the program areas within the Ways and Means Committee jurisdic-
tion. For the next several hours, we will receive very important tes-
timony from the U.S. General Accounting Office and the Inspectors
General of the Departments of the Treasury, Health and Human
Services, and Labor about high-risk programs and related fraud
problems facing the Nation.

It is important that the Oversight Subcommittee routinely hold
hearings such as the one we are having today, in order to provide
oversight review of the large and diverse programs for which we



5

legislate. Legislating a program is one thing. Making sure the pro-
gram works is quite another.

I consider it our responsibility to conduct meaningful oversight of
all Ways and Means programs, to ensure that our legislative ac-
tions are effective. As we proceed over the next several months, I
look forward to working with the Members of the Subcommittee
and other Subcommittees to follow up on the recommendations
made by the witnesses that are here with us today.

I commend the Chairwoman for agreeing to hold these hearings,
and appreciate her willingness to include pension plan issues as
one of the Subcommittee’s first orders of business.

Chairman JOHNSON. Mr. Ramstad, who could not be with us
today, asked that his statement be submitted for the record, and
that will be ordered, and the statements of any other Members who
would like to so submit.

[The statement of Mr. Ramstad follows:]

Statement of U.S. Rep. Jim Ramstad

Madame Chairman, thank you for holding this important hearing on the “high
risk” programs under Ways and Means Committee jurisdiction that are vulnerable
to waste, fraud and abuse.

Reining in the abuses of “high risk” programs is a continuing struggle, but we are
making headway.

For example, the health insurance reform bill we passed last year cracked down
hard on the waste, fraud and abuse in the Medicare program.

American taxpayers lose as much as 10% of total health care costs to fraud and
abuse—$31 billion annually for Medicare and Medicaid alone.

This is why we established the “Medicare Integrity Program” to increase our abil-
ity to prevent payments for fraudulent, abusive or erroneous claims in the Medicare
system.

We also required the Health Care Finance Agency to acquire state-of-the-art com-
puter software used by private insurers and to hire private sector companies with
proven track records in preventing fraud and abuse. This should result in a net sav-
ings of almost $2 billion over the next six years, according to CBO.

Another provision will coordinate federal, state and local law enforcement to com-
bat fraud. We also toughened criminal laws and provided new civil penalties, as an
added deterrent.

We can find solutions, but we must do more. I hope this hearing will move us
toward more common sense measures like these to crack down on waste, fraud and
abuse in our “high risk” programs.

Again, Madame Chairman, I commend you for holding this hearing.

Chairman JOHNSON. On the other hand, if any Member would
like to make a comment at this time, I will recognize them.

[No response.]

Chairman JOHNSON. Thank you. I welcome the first panel this
morning: Gene Dodaro, Assistant Comptroller General, Accounting
and Information Management Division, of the U.S. GAO; Lynda
Willis, the Director of Tax Policy and Administration Issues, Gen-
eral Government Division of the GAO; Jane Ross, Director of In-
come Security Issues, Health, Education, and Human Services Di-
vision of the GAO; and Leslie Aronovitz, Associate Director, Health
Financing and Systems Issues, Health, Education, and Human
Services Division of the GAO.

Mr. Dodaro.
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STATEMENT OF GENE L. DODARO, ASSISTANT COMPTROLLER
GENERAL, ACCOUNTING AND INFORMATION MANAGEMENT
DIVISION, U.S. GENERAL ACCOUNTING OFFICE; ACCOM-
PANIED BY DR. RONA STILLMAN, CHIEF SCIENTIST FOR
COMPUTERS AND TELECOMMUNICATIONS, AND JOEL
WILLEMSSEN, DIRECTOR

Mr. DoDARO. Good morning. Madam Chairman, Members of the
Subcommittee, we are pleased to be here today to discuss GAO’s
high-risk work. In the past, since 1990, we’ve been issuing this list
of areas that we feel are vulnerable to waste, fraud, and mis-
management, and we have made hundreds of recommendations di-
rected at solving these problems.

Our latest high-risk series, which comes out as a special publica-
tion of booklets, was issued last month. We are now issuing this
series at the beginning of each new Congress, to help the Commit-
tees focus on areas that need attention, as well as conveying this
information to the administration.

In this latest series, our overall conclusion is that progress is
being made in these areas. Agencies are taking these problems se-
riously, working to correct them. Also, some of the progress is due
and the credit belongs to the Congress for conducting oversight
hearings in many of these areas, and for passing specific legislation
directed at some of them: For example, the Health Portability and
Accountability Act, which tightens some of the requirements and
controls for the Medicare area, which was very important. And
there have been some broad-based management reforms passed by
the Congress as well, which I am going to talk about in 1 minute.

All of those areas collectively are creating some progress. How-
ever, in many areas much remains to be done to implement these
reforms and to effectively correct these problems and remove their
high-risk designation.

In 1 minute, my colleagues are going to talk about the specific
areas the Subcommittee asked us to focus on this morning, which
are the IRS problems that are listed in here that Lynda will talk
about; Jane will talk about the fact that we are adding the SSI
Program to the list new in 1997, and Leslie will report on the
progress being made in the Medicare area.

Now, we have taken basically two tacks to try to effectively re-
solve these problems, and our goal is to get these areas off the list.
The first tack has been specific recommendations in each of the in-
dividual areas, which the rest of the panel will talk about.

The other tactic that we have tried is to help the Congress shape
some broad-based management reform legislation that gets at the
underlying causes, some of the common problems underlying these
high-risk areas. And there are really three main pieces of legisla-
tion that I want to talk about this morning, because those pieces
of legislation are important tools that are now available to this
Committee to effectively help oversee the agencies under its juris-
diction and to help resolve these problems.

The first are a set of management reforms in the information
technology area that were passed in 1995 through the reauthoriza-
tion of the Paperwork Reduction Act and the passage of the
Clinger-Cohen Act in 1996.
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This Subcommittee is well aware of some of the problems that
have occurred in the tax system modernization in IRS. Unfortu-
nately, these problems that IRS has experienced are not confined
to that agency. We also have on our high-risk list the FAA air traf-
fic control modernization effort. We have Defense Information Sys-
tems. And we have problems that we have identified in the Na-
tional Weather Service.

The Federal Government’s track record in bringing online infor-
mation technology projects is poor. And that failure to harness
technology in one way or another is at the heart of many of these
high-risk problems.

So in order to effectively implement this and find out solutions,
we went to the private sector to learn from leading organizations.
And we published a guide called “Best Practices in Information
Management,” and we issued 11 different practices. And we have
been working with the Congress to get these embodied in legisla-
tion.

And that is what the Paperwork Reduction Act does and the
Clinger-Cohen Act. It requires and establishes for the first time
chief information officers throughout the government. It focuses on
building technology and information systems in modular procure-
ments. It focuses on reengineering before you buy technology. It re-
quires system architectures, or blueprints, to be put in place to
guide system development efforts.

So there is a number of important reforms that have just been
passed by the Congress that, if effectively implemented, can help
solve many of these problems and bring the government into the
modern age of technology.

Also, the IT areas—information technology—is important to solv-
ing the two new areas that we identified as governmentwide prob-
lems. Information security: Basically, we found that the Federal
Government systems are vulnerable to unauthorized access and
manipulation, and that great numbers of actions are needed in
order to fix these problems, both from internal risk as well as ex-
ternal risk to the systems.

Also, the year 2000 problem, which basically is a problem created
by a two-digit memory and needs to be changed so that when the
year 2000 comes computers do not read that as the year 1900: Ef-
fectively, we have put out a guide to agencies about how to prepare
themselves to be ready.

And if I could call your attention to the white chart here, basi-
cally, best practices tell you there need to be four phases that agen-
cies need to go through to be ready. First, they have to be aware
of the problem; they need to assess and go through an inventory
of their systems, focus on some of their key vulnerabilities, go
through the lines of code; then make the changes in the renovation
stage; and then keep, basically, 1999 available for testing. So you
basically have that last year that needs to be available for perfect-
ing the changes.
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HIGH-RISK AREAS

Ensuring All Revenues Are Collected and Accounted
For

@IRS Receivables

®Filing Fraud

@IRS Financial Management

@®Tax Systems Modernization

@®Customs Service Financial Management

@Asset Forfeiture Programs

Controlling Fraud, Waste, Abuse, and Mismanagement
in Benefit Programs

@®Medicare
@Supplemental Security Income (new)

Focusing on Governmentwide Technology Issues

® Information Security (new)
@® The Year 2000 Problem (new)

We are concerned that many agencies are not moving as fast as
they need to in the assessment phase; thereby further condensing
the time available to make the needed changes. And in many
areas, the government’s computer systems are not well docu-
mented, the Code is old, and there need to be a number of changes
put in place. And agencies also need to have contingency plans. So
this is a pressing problem that we are calling to the attention of
the Congress and the agencies.
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And the second major type of reform is financial management. In
1990, the Congress passed the Chief Financial Officers Act, which
for the first time brought a requirement for Federal agencies to
have financial audits. It is the same type of requirement that was
put in place by the private sector many years ago, and of State and
local governments.

Implementation of the CFO Act has been at the heart of some
of the progress that the IRS and Customs have made in fixing
some of their financial management problems. And also, right now
the act has been extended to all executive branch agencies, effec-
tive with audits beginning in fiscal year 1996. So we think this
Chief Financial Officers Act provides a set of best practices, proven
practices, to fix some of the underlying financial management and
control problems.

The third major reform is the Congress legislating the govern-
ment Performance and Results Act in 1993. That act calls for the
first time for agencies to produce strategic plans and have perform-
ance measures. The requirement for that act comes to fruition gov-
ernmentwide this year. By September 1997, agencies are required
to have strategic plans and performance measures.

I call that to your attention because agencies are required to con-
sult with the Congress in preparing these plans, so that over the
next few months this Subcommittee can play an important role in
working with the agencies to shape those strategic plans and how
we measure performance. And measuring performance is very, very
important to assuring that we have an ability to track agencies’
progress, in terms of whether making meaningful change or not.

That concludes my remarks. I think that we are working hard
to try to help solve these problems. These management reforms
that have been passed by the Congress—none of which were in
place when we began the high-risk series 7 years ago—we think
are important and, if collectively used, implemented, and encour-
aged by the Congress through oversight hearings, we think will go
ft long way to bringing some lasting improvements to these prob-
ems.

With that, I will turn it over, with your permission, Madam
Chairman, to Lynda, to talk about the Internal Revenue Service.

[The prepared statement follows:]

Statement of Gene L. Dodaro, Assistant Comptroller General, Accounting
and Information Management Division, U.S. General Accounting Office

Madame Chairman and Members of the Subcommittee:

We are pleased to be here today to discuss major government programs and oper-
ations we have identified as high risk because of vulnerabilities to waste, fraud,
abuse, and mismanagement. In 1990, we began a special effort to focus attention
on such areas, and over the past several years we have made hundreds of rec-
ommendations to get at the heart of high-risk problems and help improve this situa-
tion. On February 12, 1997, we issued our latest series of high-risk reports.?

Overall, legislative and agency actions have resulted in progress toward fixing
these high-risk areas and establishing a solid foundation to help ensure greater
progress. However, because these areas involve long-standing problems which are
difficult to fix, additional corrective measures are necessary to remove the high-risk
designation.

Today, at the Subcommittee’s request, we will focus on high-risk areas related to
the Internal Revenue Service (IRS) and the Medicare and Supplemental Security In-

1The 25 areas that are the current focus of our high-risk initiative area listed in attachment
I, and the reports in our 1997 high-risk series are listed in attachment II.
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come (SSI) programs. While this statement provides a brief synopsis of these areas,
more detailed statements on these three topics are also being issued today. In addi-
tion, this statement will discuss other high-risk areas that affect agencies under the
Subcommittee’s jurisdiction, including the Customs Service’s financial management,
information security weaknesses, and the possibility of serious computer disruptions
in service to the public due to the Year 2000 Problem.

As the key message of this testimony, I would like to emphasize the importance
of the Subcommittee using recent legislative management reforms to help oversee
these agencies’ actions to fully and effectively remedy their high-risk problems.
These include

—the 1995 Paperwork Reduction Act and the 1996 Clinger-Cohen Act, which pro-
vide a basis for agencies to better manage investments in information technology;

—the expanded Chief Financial Officers (CFO) Act of 1990, which requires agen-
cies to prepare financial statements that can pass the test of an independent audit
and provide decisionmakers more reliable financial information; and

—the 1993 Government Performance and Results Act (GPRA), which requires
agencies to measure performance and focus on results.

ENSURING ALL REVENUES ARE COLLECTED AND ACCOUNTED FOR

In 1995, IRS reported collecting $1.4 trillion from taxpayers, disbursing $122 bil-
lion in tax refunds, and managing an estimated accounts receivable inventory of
$113 billion in delinquent taxes. The reliability of IRS’ financial information is criti-
cal to effectively manage the collection of revenue to fund the government’s oper-
ations.

Our audits of IRS’ financial statements, however, have identified many significant
weaknesses in IRS’ accounting for revenue and accounts receivable, as well as for
funds provided to carry out IRS’ operations. IRS has improved payroll processing
and accounting for administrative operations and is working on solutions to revenue
and accounts receivable accounting problems. But much remains to be done, and ef-
fgct(i)vz management follow-through is paramount to achieving fully the goals of the

B ct.

In addition, IRS is hampered in efficiently and effectively managing its huge in-
ventory of accounts receivable due to inadequate management information. The root
cause here is IRS’ antiquated information systems and outdated business processes,
which handle over a billion tax returns and related documents annually. IRS has
undertaken many initiatives to deal with its accounts receivable problems, including
correcting errors in its tax receivable masterfile and attempting to speed up aspects
of the collection process. Efforts such as these appear to have had some impact on
collections and the tax debt inventory, but many of the efforts are long-term in na-
ture and demonstrable results may not be available for some time.

Further, while IRS’ efforts to reduce filing fraud have resulted in some success—
especially through more rigid screening in the electronic filing program—this contin-
ues to be a high-risk area. IRS’ goal is to increase electronic filings, which would
strengthen its fraud detection capabilities. But to effectively achieve its electronic
filing goal, IRS must (1) identify those groups of taxpayers who offer the greatest
opportunity for filing electronically and (2) develop strategies focused on alleviating
impediments that have inhibited those groups from participating in the program.

In attempting to overhaul its timeworn, paper-intensive approach to tax return
processing, IRS has spent or obligated over $3 billion on its tax systems moderniza-
tion, which has encountered severe difficulties. Currently, funding for tax systems
modernization has been curtailed, and IRS and the Department of the Treasury are
taking several steps to address modernization problems and implement our rec-
ommendations. However, much more progress is needed to fully resolve serious un-
derlying management and technical weaknesses.

Behind IRS, the Customs Service is the next highest revenue collector. The Cus-
toms Service has made considerable progress in correcting major management and
organizational structure weaknesses we pointed to in our 1992 high-risk report. In
1995, we reported that Customs had taken several actions to address these prob-
lems, including revising its planning process, improving controls over identification
and collection of revenues owed, aggressively pursuing delinquent receivables, and
embarking on an agencywide reorganization plan. As a result, we narrowed the
scope of our high-risk work at Customs to focus only on its financial management
problems.

Since 1995, Customs has continued to take actions to address its financial man-
agement and internal control weaknesses. These include, for example, statistically
sampling compliance of commercial importations through ports of entry to better
focus enforcement efforts and to project and report duties, taxes, and fees lost due
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to noncompliance. However, Customs still has not fully corrected significant prob-
lems in these areas. For example, audits of Customs’ financial statements under the
CFO Act disclose that Customs continues to lack adequate assurance that all reve-
nue due is collected, has weaknesses in readily detecting duplicate and excessive
drawback payments, and lacks integrated core financial systems. These problems di-
minish Customs’ ability to reasonably ensure that (1) duties, taxes, and fees on im-
ports are properly assessed and collected and refunds of such amounts are valid and
(2) core financial systems provide reliable information for managing operations.

We have made numerous recommendations to Customs to address its financial
management weaknesses and have assisted in developing corrective actions. It will
be important for top management at Customs to provide continuing support to en-
sure t(}ilat the planned financial management improvements are properly imple-
mented.

CONTROLLING FRAUD, WASTE, ABUSE AND MISMANAGEMENT IN BENEFIT PROGRAMS

Medicare—the nation’s second largest social program—is inherently vulnerable to
and a perpetually attractive target for exploitation. The Congress and the President
have been seeking to introduce changes to Medicare to help control program costs,
which were $197 billion in fiscal year 1996. At the same time, they are concerned
that the Medicare program loses significant amounts due to persistent fraudulent
and wasteful claims and abusive billings, which could be from $6 billion to as much
as $20 billion, based on 1996 outlays. The Congress passed the Health Insurance
Portability and Accountability Act of 1996 to add funding for program safeguard ef-
forts and make the penalties for Medicare fraud more severe. Effective implementa-
tion of this legislation and other agency actions are key to mitigating many of Medi-
care’s vulnerabilities to fraud and abuse.

Also, the Health Care Financing Administration (HCFA), which runs the Medi-
care program, has begun to acquire a new claims processing system—the Medicare
Transaction System (MTS)—to provide, among other things, better protection from
fraud and abuse. In the past, we have reported on risks associated with this project,
including (1) HCFA’s plan to implement the system in a single stage rather than
incrementally, (2) difficulty in defining requirements, (3) inadequate investment
analysis, and (4) significant schedule problems. HCFA has responded to these con-
cerns by changing its single-stage approach to one under which the system will be
implemented incrementally and working to resolve other reported problems.

A newly designated high-risk area involves overpayments in the SSI program,
which provided about $22 billion in federal benefits to recipients between January
1, 1996, and October 31, 1996. SSI overpayments have grown to over $1 billion per
year, which is about 5 percent of total benefit payments. Also, criticisms have been
raised regarding the Social Security Administration’s (SSA) ability to effectively
manage SSI workloads and internal control weaknesses that leave the program sus-
ceptible to fraud, waste, and abuse. For example, in August 1996, we reported that
about 3,000 current and former prisoners in 13 county and local jail systems had
been erroneously paid $5 million in SSI benefits, primarily because SSA lacked
timely and complete information.

One root cause of SSI overpayments is SSA’s difficulty in corroborating financial
eligibility information that program beneficiaries self report and that affects their
benefit levels. In addition, determining whether an impairment qualifies a claimant
for disability benefits can often be difficult, especially in cases involving applicants
with mental impairments and other hard-to-diagnose conditions.

ADDRESSING GOVERNMENTWIDE INFORMATION TECHNOLOGY ISSUES

In addition to the difficulties agencies have in managing large computer systems
modernization efforts, our high-risk effort identified two governmentwide informa-
tion technology issues that affect agencies under the Committee’s purview: informa-
tion security and the Year 2000 Problem.

Information Security

Information systems security weaknesses pose high risk of unauthorized access
and disclosure of sensitive data. Many federal operations that rely on computer net-
works are attractive targets for individuals or organizations with malicious inten-
tions. Examples of such operations include law enforcement, import entry process-
ing, and various financial transactions.

Since June 1993, we have issued over 30 reports describing serious information
security weaknesses at major federal agencies. For example, our financial audits at
IRS and the Customs Service have identified poor computer controls. IRS cannot en-
sure that the confidentiality and accuracy of taxpayer data are protected and that
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the data are not manipulated for purposes of individual gain. The Customs Service
continues to have problems that diminish its ability to reasonably ensure that sen-
sitive data maintained in automated systems are adequately protected from unau-
thorized access and modification.

In September 1996, we reported that during the previous 2 years, serious informa-
tion security control weaknesses had been reported for 10 of the 15 largest federal
agencies. We have made dozens of recommendations for improvement to individual
agencies, and they have started acting on many of them.

In addition, we have recommended ways for the Office of Management and Budg-
et (OMB) to enhance its ability to oversee and improve federal information security
programs. We suggested steps that OMB can take to (1) effectively use opportunities
to aid in overseeing and improving agency information security programs—such as
annual financial audits and the newly created Chief Information Officers Council,
and (2) increase the expertise of its staff in information security management
issues.

The Year 2000 Problem

The Year 2000 Problem poses the high risk that computer systems throughout
government will fail to run or malfunction because computer equipment and soft-
ware were not designed to accommodate the change of date at the new millennium.
For example, IRS’ tax systems could be unable to process returns, which in turn
could jeopardize the collection of revenue and the entire tax processing system. Or
SSA’s disability insurance process could experience major disruptions if the inter-
face with various state systems failed, thereby causing delays and interruptions in
disability payments to citizens.

We recently issued a guide, Year 2000 Computing Crisis: An Assessment Guide
(GAO/AIMD-10.1.14, exposure draft), to provide agencies a framework and a check-
list for assessing their readiness to achieve year 2000 compliance. It provides infor-
mation on the scope of the challenge, and offers a structured approach for reviewing
the adequacy of agency planning and management of the year 2000 program.

CONTINUING CONGRESSIONAL OVERSIGHT USING NEW MANAGEMENT ToOOLS 1s KEY

Continued congressional oversight, such as this hearing by the Subcommittee, will
add essential impetus to make improvements and ensure more progress in address-
ing the high-risk areas just discussed and, thus, to achieve greater benefits. Effec-
tive and sustained follow-through by agency managers is necessary to resolve spe-
cific high-risk problems and implement broader management reforms, which the
Congress has established to achieve better financial and information management
and measure the results of program operations.

The Subcommittee can focus on agencies’ progress in fixing specific high-risk prob-
lems and implementing this legislative framework through the following three ef-
forts.

e Apply a framework of modern technology management, as required by the 1995
Paperwork Reduction Act and the Clinger-Cohen Act of 1996.

This framework is based on practices followed by leading public and private sector
organizations that have successfully used technology to dramatically improve per-
formance and meet strategic goals. These laws fundamentally revamp and modern-
ize federal information management practices by emphasizing the involvement of
senior executives in information management decisions, establishing senior-level
Chief Information Officers, tightening controls over technology spending, redesign-
ing inefficient work processes, and using performance measures to assess tech-
nology’s contribution to achieving mission results. These management practices pro-
vide agencies—such as IRS for tax systems modernization—a proven, practical
means of addressing the federal government’s information problems, maximizing
bf(?fneﬁts from technology spending, and controlling the risks of systems development
efforts.

e Improve financial reporting and make other financial management improve-
ments, as called for by the expanded Chief Financial Officers Act.

The landmark CFO Act spelled out a long overdue and ambitious agenda to help
resolve financial management problems. This act has prompted many improvements
at IRS, the Customs Service, and other agencies to provide reliable financial infor-
mation for managing government programs. Fully and effectively implementing the
CFO Act is critical to achieving full accountability and providing relevant informa-
tion on the government’s true financial status.

In addition, improved reporting and internal controls, as called for by the CFO
Act, can produce substantial savings in high-risk areas. For example, better data
and controls can help reduce the billions of dollars now lost annually in the Medi-
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care program due to fraudulent and abusive claims and help decrease the $1 billion
in overpayments that the SSI program experiences each year.

¢ Use the Government Performance and Results Act to measure performance and
focus on results, which can help to pinpoint opportunities for improved performance
and increased accountability.

GPRA requires agencies to set goals, measure performance, and report on their
accomplishments. Under GPRA, every major federal agency must now ask itself
basic questions about performance to be measured and how performance informa-
tion can be used to make improvements. For instance, performance measures would
be useful for (1) reaching agreement with the Congress on and monitoring accept-
able levels of errors in benefit programs (errors which may never be totally elimi-
nated but can be much better controlled) and (2) assessing the results of tax enforce-
fr‘nent initiatives, delinquent tax collection activities, and filing fraud reduction ef-
orts.

Without additional attention to resolving problems in the high-risk areas that we
have discussed today, the government will continue to miss important opportunities
to ensure effective revenue collection operations, have well controlled and operated
information systems, and save billions of dollars. We will continue to identify other
ways for agencies to more effectively manage and control these and other high-risk
areas and to make recommendations for improvements that can be implemented to
overcome the root causes of these problems.

Madame Chairman, this concludes my statement. I will be happy to respond to
any questions.

Attachment I
Areas Designated High Risk

PROVIDING FOR ACCOUNTABILITY AND COST-EFFECTIVE MANAGEMENT OF DEFENSE
PROGRAMS

Financial management (1995)
Contract management (1992)
Inventory management (1990)
Weapon systems acquisition (1990)
Defense infrastructure (1997)

ENSURING ALL REVENUES ARE COLLECTED AND ACCOUNTED FOR

IRS financial management (1995)

IRS receivables (1990)

Filing fraud (1995)

Tax Systems Modernization (1995)

Customs Service financial management (1991)
Asset forfeiture programs (1990)

OBTAINING AN ADEQUATE RETURN ON MULTIBILLION DOLLAR INVESTMENTS IN
INFORMATION TECHNOLOGY

Tax Systems Modernization (1995)

Air traffic control modernization (1995)

Defense’s Corporate Information Management initiative (1995)
National Weather Service modernization (1995)

Information security (1997)

The Year 2000 Problem (1997)

CONTROLLING FRAUD, WASTE, AND ABUSE IN BENEFIT PROGRAMS
Medicare (1990)
Supplemental Security Income (1997)
MINIMIZING LOAN PROGRAM LOSSES

HUD (1994)
Farm loan programs (1990)
Student financial aid programs (1990)

IMPROVING MANAGEMENT OF FEDERAL CONTRACTS AT CIVILIAN AGENCIES

Department of Energy (1990)
NASA (1990)
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Superfund (1990)
Also, planning for the 2000 Decennial Census was designated high risk in Feb-
ruary 1997.

Attachment I1

1997 High-Risk Series

An Overview (GAO/HR-97-1)

Quick Reference Guide (GAO/HR-97-2)

Defense Financial Management (GAO/HR-97-3)

Defense Contract Management (GAO/HR-97-4)

Defense Inventory Management (GAO/HR-97-5)

Defense Weapon Systems Acquisition (GAO/HR-97-6)

Defense Infrastructure (GAO/HR-97-7)

IRS Management (GAO/HR-97-8)

Information Management and Technology (GAO/HR-97-9)
Medicare (GAO/HR-97-10)

Student Financial Aid (GAO/HR-97-11)

Department of Housing and Urban Development (GAO/HR-97-12)
Department of Energy Contract Management (GAO/HR-97-13)
Superfund Program Management (GAO/HR-97-14)

The entire series of 14 high-risk reports is numbered GAO/HR-97—-20SET.

Chairman JOHNSON. Thank you.
Ms. Willis.

STATEMENT OF LYNDA D. WILLIS, DIRECTOR, TAX POLICY
AND ADMINISTRATION ISSUES, GENERAL GOVERNMENT
DIVISION, U.S. GENERAL ACCOUNTING OFFICE

Ms. WILLIS. Good morning. It is good to be here again with you
today, as we continue our efforts to improve the operations of the
Internal Revenue Service.

A key factor in understanding IRS’ ongoing difficulties in the
high-risk areas is the realization that its major processes and sys-
tems were developed and implemented decades ago, and were not
designed to address the critical needs and vulnerabilities that con-
front IRS in the nineties.

In addition, the problems that IRS faces in eliminating its high-
risk vulnerabilities are compounded by their interdependencies.
IRS’ success in addressing the weaknesses in its program areas is
clearly linked to its success in modernizing its systems. However,
this understanding does not mitigate our concern over IRS
progress in developing a comprehensive business strategy or plan
for modernizing its processes and systems.

For years we have chronicled IRS’ struggle to manage its oper-
ations, and have made scores of recommendations to improve IRS’
systems, processes, and procedures. In order to achieve its stated
goals of reducing the volume of paper returns, improving customer
service, and enhancing voluntary compliance with the tax system,
IRS needs to ensure that its new and revised processes drive its
systems development and implementation.

Solving problems in the high-risk areas is not an insurmountable
task, but it requires sustained management commitment, accurate
information systems, and reliable performance measures to track
IRS’ progress and to provide the data necessary to make sound
management decisions.
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There are four longstanding high-risk areas at IRS: Tax systems
modernization, financial management, accounts receivable, and fil-
ing fraud. In addition, two of the new governmentwide high-risk
areas also directly affect IRS operations: Information security, and
the year 2000 problem or century date change.

Turning to each of these areas, I would like to briefly discuss the
progress IRS has made and the measures IRS must take to solve
them. For tax systems modernization, in July 1995 we reported
that IRS did not have a comprehensive business strategy to effec-
tively reduce paper tax return filings; had not yet fully developed
and put in place the requisite management software development
and technical infrastructure necessary to successfully implement
its ambitious world class modernization; and lacked an overall sys-
tems architecture, or blueprint, to guide the modernization’s devel-
opment and evolution.

At that time, we made over a dozen recommendations to the
Commissioner to address these weaknesses. In 1996, we reported
that IRS had initiated many activities to improve its modernization
efforts, but had not yet fully implemented any of our recommenda-
tions.

Since then, IRS has taken additional steps. For example, a new
Chief Information Officer has been hired, as well as additional
technical expertise. IRS also created an investment review board
that has reevaluated and terminated several modernization devel-
opment projects that were found not to be cost effective. IRS is also
updating its systems development life cycle methodology, and is de-
veloping a systems architecture and project sequencing plan for the
modernization.

While we recognize the IRS’ actions, we remain concerned be-
cause much remains to be done to fully implement essential im-
provements and successfully modernize the IRS. It will take both
management commitment and technical expertise for IRS to accom-
plish these tasks.

Our audits of IRS’ financial statements have outlined the sub-
stantial improvements needed in IRS’ accounting and reporting in
order to comply fully with the requirements of the CFO Act. IRS
has made progress in addressing these areas, and has been work-
ing to position itself to have more reliable financial statements for
fiscal year 1997 and thereafter.

To accomplish this, especially in accounting for revenue and re-
lated accounts receivable, IRS will need to institute long-term solu-
tions involving reprogramming software for its antiquated systems
and developing new systems. Followthrough to complete corrective
actions is essential if IRS is to solve the financial management
problems it faces.

Turning to accounts receivable, IRS’ ability to effectively address
its accounts receivable problems is seriously hampered by outdated
equipment and processes, incomplete information to better target
its collection efforts, and the absence of a comprehensive strategy
and detailed plan to address the systemic nature of the underlying
problems. IRS’ collection efforts have also been hampered by the
age of the delinquent tax accounts.

In the last 2 years, IRS has undertaken several initiatives to
overcome its deficiencies. Specifically, it has efforts underway to
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correct errors in its master file records of tax receivables, develop
profiles of delinquent taxpayers, and study the effectiveness of var-
ious collection techniques.

It has also streamlined its collection process, placed additional
emphasis on contacting repeat delinquents, made its collection no-
tices more readable, and targeted compliance-generated delin-
quencies for earlier intervention.

Despite these positive results, IRS needs to continue the develop-
ment of the information databases and performance measures its
managers need to determine which actions or improvements gen-
erate the desired changes in IRS programs and operations.

This is not a short-term commitment. It will be some time before
the full results of the new initiatives are realized. IRS must take
deliberate action to ensure that its problem-solving efforts are on
the right track. It needs to implement a comprehensive strategy
that involves all aspects of IRS operations and that sets priorities,
accelerates the modernization of outdated equipment and proc-
esses, and establishes realistic goals, specific time tables, and a
system to measure progress.

When we first identified filing fraud as a high-risk area in 1995,
the amount of filing fraud being detected by IRS was on an upward
spiral. Since then, IRS has introduced new controls and expanded
existing controls in an attempt to reduce its exposure. These con-
trols are directed toward either preventing the filing of fraudulent
f_eltlérns or identifying questionable returns after they have been
iled.

IRS’ efforts have produced some positive results. For example,
IRS efforts to validate Social Security numbers on paper returns
produced over $800 million in reduced refunds or additional taxes.

IRS was less successful in identifying fraudulent returns, identi-
fying over 65 percent fewer fraudulent returns in 1996 than during
a comparable period in 1995. IRS believes this decrease is attrib-
utable to a 31-percent reduction in its fraud detection staff and the
resulting underutilization of its electronic fraud detection system
which enhances the identification of fraudulent returns. However,
IRS does not have the information it needs to verify that the de-
cline was the result of staff reductions, or by a general decline in
the incidence of fraud.

Given the decrease in fraud detection staff, it is critically impor-
tant for IRS to optimize the electronic controls that are intended
to prevent the filing of fraudulent returns, and to maximize the ef-
fectiveness of available staff. Modernization is the key to achieving
these objectives.

Turning now to two new governmentwide high-risk areas, IRS is
vulnerable to problems in both. Related to information security, as
the result of our recent work at IRS, we believe that the
vulnerabilities of IRS computer systems may affect the confiden-
tiality and accuracy of taxpayer data and may allow unauthorized
access, modification, or destruction of taxpayer information. IRS
does not have a proactive information security group that system-
atically reviews the adequacy and consistency of security over IRS
computer operations.

The year 2000 problem at IRS is such that it could create a dis-
ruption of functions and services that could jeopardize almost all
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of IRS’ tax processing systems. It could effectively halt the process-
ing of tax returns and related return information, the maintenance
of taxpayer accounts, the assessment and collection of taxes, the re-
cording of obligations and expenditures, and the disbursement of
refunds.

To avoid the crippling effects of a multitude of computer systems
simultaneously producing inaccurate and unreliable information,
IRS must assign management and oversight responsibility within
its senior executive corps to find the potential impact of such sys-
tems failure and develop appropriate renovation strategies and con-
tingency plans for its critical systems.

Madam Chairman, Members of the Subcommittee, in summary,
for years IRS has struggled to collect the Nation’s tax revenues
using outdated processes and technology. To address its high-risk
problem areas, IRS needs an implementation strategy for mod-
ernizing its systems and processes that includes developing cost-
benefit analyses and reasonable estimates 